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embedded systems. The TTA tremendously simplifies the
development of distributed embedded systems such as cyberphysical systems. It has been successfully applied in industries
that demand a high level of determinism such as the avionics
industry, in which predictability of system operation is a key
property. TTP [2] and TTEthernet [3] are implementations of
the TTA. TTP is applied, for example, in the new Boeing
787 Dreamliner, whereas TTEthernet has been selected for
the NASA Orion Space Program. While the aerospace and
space industries (as well as automotive and similar industries)
are traditional areas for dependable embedded systems, we
also observe emerging areas with increasing dependability
requirements. Examples include surgical robots in the medical
area, datacenters in critical industries, as well as the smart
grid that aims for decentralized energy production and efficient
energy use. TTEthernet is currently being evaluated for several
of these areas.
The transfer of the capabilities provided by a time-triggered
architecture to the IoT enables a large variety of novel functionality as it allows to geographically decouple computational
expensive processes from the location of action. E.g., robots
can be tightly controlled from centralized stations or automotive driver-assistance systems can connect to the cloud to
improve their services.
In the next section we give an overview of the TTEthernet
technology as an example of how to enable synchronous deterministic channels in a network. We will focus in particular on
the need for robust clock synchronization and the integration
of traffic classes with different quality of service transmission
guarantees. We will then discuss technological challenges and
recent advancements to bring the time-triggered paradigm to
large-scale systems and Internet-like systems like the IoT.
We will start with clock synchronization in Section III and
continue with communication-scheduling issues in Section IV.
Finally, we conclude in Section V.

Abstract—Embedded systems are omnipresent in our daily
lives and rapidly gaining more and more importance, with performance improvements and technological evolutions in several
directions. One of the most promising directions of evolution is
in their interconnection. Already today there is a broad variety
of use cases for interconnected embedded systems (automobiles,
airplanes, automated production halls, etc.) and the most cutting
edge examples demand the distributed embedded systems to
tightly couple their operation. As a direct result of this tight
coupling, stringent requirements on the underlying communication network immediately arise.
The Internet-of-Things (IoT) as a discipline and movement to
systematically connect distributed embedded systems on large
or even Internet-like scales, promises a new generation of
systems and system-of-systems. In order to also enable tight
coupling of embedded systems in the IoT, there is a need for
deterministic communication channels with predictable and low
communication latency and jitter. In this paper we discuss how
synchronous deterministic channels can be developed for the IoT
by application of the time-triggered communication paradigm
and other technology standards currently under development.

I. I NTRODUCTION
Today, embedded systems are a corner stone of society their ubiquitous presence and increasing relevance in daily-life
products, vehicles, infrastructures, or factories, just to name a
few, defines to a large degree how we perceive technology
as a whole and how technology improves the quality of our
lives. Furthermore, in our high-technology affected world,
innovators and engineers quickly and steadily develop new
and novel use cases for embedded systems, for example
novel mobility concepts, smart grid technologies, or assistance
systems for elderly care. New means for the inter-connectivity
of embedded systems such as the Internet of Things (IoT)
promise a significant leap forward for the embedded systems
industry and the services that embedded systems will provide
to society.
Embedded systems are omnipresent in our daily lives, and
are becoming increasingly large and complex. As a consequence of this trend it is apparent that the correct development
of such complex systems requires a sound architectural basis.
In the absence of architectures we will either build systems
of insufficient quality or will simply not be able to build
systems beyond a certain level of complexity at all. The timetriggered architecture (TTA) [1] as developed at the Institut für
Technische Informatik at the Vienna University of Technology
is an extraordinary example of an architecture for distributed

II. S YNCHRONOUS D ETERMINISTIC C HANNELS
Two fundamental mechanisms need to be in place to realize
synchronous deterministic channels: first the components that
communicate using these channels need to synchronize their
local clocks and, secondly, the components need to agree on
an access pattern of the channel (called a communication
schedule).
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high transmission latencies. TTEthernet also support the IEEE
802.1 AVB (audio/video bridging) standard which specifies a
similar rate-constrained communication paradigm.
The time-triggered communication paradigm takes the level
of determinism to the extreme. Here, all communication participants are equipped with local clocks that are brought in
close agreement to establish a synchronized global time. An
Ethernet frame may now be dispatched at an a priori specified
point in the global time, which makes the frame transfer timetriggered (in Figure 2 these points in time are depicted by the
black dots labeled t.1 to t.9). The sum of all those specified
points in time for dispatch, relay, and potentially also reception
is collectively referred to as the “communication schedule”
for time-triggered communication. When correctly aligned, the
communication schedule ensures that any two time-triggered
Ethernet frames will never compete for transmission resources
(e.g., communication links, switch buffers) and their transmission latencies can be kept minimal and almost constant.
For time-triggered communication, the local clocks of the
end systems and switches need to be synchronized to each
other. TTEthernet standardizes a fault-tolerant clock synchronization protocol in SAE AS6802 that guarantees this
synchronization even in the event of faulty components. The
clock synchronization protocol specifies three different synchronization roles: synchronization master, synchronization
client, and compression master. Typically some of the end
systems are configured as synchronization masters and one
switch per channel in the network is configured as compression
master. Components that are neither synchronization master
nor compression master act as synchronization clients and
only passively synchronize to the synchronized timebase as
established and maintained by the synchronization and compression masters. In the example TTEthernet network in Figure
1 end systems 1, 2, 4, and 5 are configured as synchronization
masters (SM), and switch A and F act as compression master
(CM). All other components are synchronization clients (SC).
During operation the synchronization masters periodically
send synchronization messages to the compression masters
which will perform a specialized form of fault-tolerant average
on the time values that the synchronization messages from the
synchronization masters represent. The compression masters
will then send the result of the fault-tolerant average back to
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TTEthernet (SAE AS6802, [4]) is an example of how to
establish synchronous deterministic channels in a layer 2
network. It is an extension to standard Ethernet for usage in
safety-related networks and cyber-physical systems such as
avionics, automotive applications, or green energy generation
systems. An example TTEthernet network is depicted in Figure 1. It consists of eight end systems connected to each other
via two redundant channels (a top and a bottom channel). Each
of the channels is composed of three TTEthernet switches
which are connected to each other with multi-hop links.
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In standard Ethernet, messages are communicated according
to a best-effort paradigm, which means that no bounds on a
message’s transmission latency can be given. Under high load
buffers in network switches can overflow and messages are
lost entirely or delayed for an unacceptable time when using
back-pressure flow control. In noncritical systems, higher-layer
protocols such as TCP/IP often compensate for message loss
using re-transmission strategies. However, networked cyberphysical systems typically have stringent end-to-end timing requirements that do not allow the temporal penalty of repeated
transmission attempts. Furthermore, standard networks cannot
guarantee that any successive transmissions will actually be
successful.
TTEthernet achieves timely transmissions with known upper
bounds on latency and jitter by providing rate-constrained
(RC) and time-triggered (TT) communication paradigms in
addition to standard best-effort (BE) traffic. An example
communication scenario showing TT, RC, and BE traffic is
depicted in Figure 2. It describes end system 1 transmitting a
TT message (TT1), an RC message (RC1), and a BE message
(BE1) through switches A and B to end system 7. Furthermore,
end system 2 also transmits a TT message (TT2) through
switches A and B to end system 7.
Rate-constrained traffic is well-known from an avionics
Ethernet variant (ARINC 664P7-1 [5]). It is based on an a
priori agreement of the network components on the number,
size, and maximum frequency of messages. This knowledge
is sufficient to calculate the required network resources, i.e.,
the switch buffers, and it can be guaranteed that no message
will be lost due to buffer overflows even in absence of
explicit flow-control protocols. However, different network
components may source their messages at about the same
point in time or may even source several messages back to
back. This uncoordinated transmission pattern quickly leads to
2

the synchronization masters and synchronization clients which
will then, again, execute an averaging function on the time
values associated with the synchronization messages sent by
the compression masters. Hence, the clock synchronization
protocol in TTEthernet consists of two convergence steps, a
first convergence is executed in the compression masters and a
second convergence is executed in the synchronization masters
and clients. More details on the operation and the formal
verification of the TTEthernet synchronization protocols can
be found in [6].
To achieve highly available message delivery, TTEthernet
supports the parallel communication of messages via all redundant channels. For example, the top left end system in Figure 1
may need to communicate with the end systems on the right
with guaranteed message delivery. In this case the end system
will send its messages via both channels (top and bottom) in
parallel. The end stations on the right execute a redundancy
management service and deliver only one of the redundantly
communicated messages to the applications that they host (or
both copies if the redundancy management is configured to
do so). Hence, even in case of the failure of any one switch
or communication link in the system it is guaranteed that the
communication is successful and at least one copy of each
message sent will also be received by the end stations.
There are several technical challenges to be addressed in
order to scale deterministic channels, and synchronous ones
in particular, to an Internet-like dimension. An example of
such a large-scale network is depicted in Figure 3. As shown
in this scenario, the IoT connects several layer 2 networks
via a layer 3 network. For fault-tolerance and robustness
reasons, the layer 2 networks are connected with redundant
communication links into the layer 3 cloud. In such a setting,
synchronous deterministic channels for the IoT not only need
to be established between end systems within the same layer
2 network, but also connecting devices in different layer 2
networks, connected to each other via a layer 3 network.

1588/802.1AS [8], [9]. However, the technical challenge of
clock synchronization comes with the quality of synchronization (QoSync) that needs to be achieved. Some quality aspects
of synchronization are as follows:
•
•
•

•
•

•

In large-scale networks, protocols like NTP and IEEE
1588/802.1AS may achieve a precision in the range of several
milliseconds down to some microseconds (and sometimes
below). However, to the best knowledge of the authors these
numbers only cover the average case and not the worst
case of operation. For example, the performance of IEEE
1588/802.1AS is studied by means of simulation [10] rather
than by means of formal methods or deductive proof. TTEthernet on the other hand has been studied by formal methods in order to get performance characteristics of the clock
synchronization protocol under worst-case system behavior
including faulty components. Ideally, we could combine the
different protocols NTP, IEEE 1588/802.1AS and TTEthernet
(SAE AS6802) to achieve a robust large-scale synchronization
protocol with known and acceptable QoSync.
Indeed there is an ongoing standardization effort in the
IEEE 802.1 group to enhance IEEE 802.1AS towards more
robustness. One way that is currently proposed and discussed
is to install a TTEthernet (SAE AS6802) system as a highavailability time source for IEEE 802.1AS [11]. The same
concept will be presented also the the IEEE 1588 community.
Furthermore, we are currently also looking into how to couple
Global Positioning System (GPS)-based clocks to a TTEthernet fault-tolerant time-base. In general the growing importance
and availability of a global time-base is acknowledged by
organizations like the consortium around “The Network and
Information Technology Research and Development (NITRD)
Program”, which recently held a workshop on “The New
Clockwork for Time-Critical Cyber-Physical Systems” [12].
Hence, despite the technological as well as societal hurdles,
we observe international research trends indicating that it is
realistic to assume that a high-quality global time-base will
become more and more accessible to the world. The IoT
should take advantage of this global time-base to realize
synchronous deterministic channels.
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precision: worst-case difference of any two non-faulty
clocks in the system
accuracy: worst-case difference of the clocks in the
system to an external time reference
startup time: worst-case time after startup of the time
sources until the system is synchronized (with given
precision and/or accuracy)
integration time: worst-case time for a non-synchronized
component in the system to become synchronized
changeover time: worst-case time for the components in
the system to change from one time source to another
one (e.g., in the case that the original time source fails)
recovery time: worst-case time for the synchronized timebase to recover after global synchronization loss
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Large-scale deterministic network using layer 2 and layer 3

Following the two fundamental mechanisms necessary for
synchronous deterministic channels, we first discuss these
hurdles and challenges for clock synchronization followed by
the communication scheduling mechanism.
III. C LOCK S YNCHRONIZATION C HALLENGES AND
R ECENT D EVELOPMENTS
The synchronization of local clocks even in large-scale
networks is not a technical problem per se. There are several clock synchronization protocols already widely used
today, e.g., the network time protocol (NTP) [7] or IEEE
3

IV. C HALLENGES AND R ECENT D EVELOPMENTS IN
S CHEDULING

triggered capabilities in the IEEE 802.1Qbv project. Once the
project is concluded, standard Ethernet bridges (aka switches)
will be able to enable and disable transmission queues based
on a schedule. Furthermore, the ongoing IETF Path Computational Element (PCE) working group [13] could be a good
forum to further develop configuration patterns as well as
protocols and algorithms to distribute the configuration in large
scale systems.
V. C ONCLUSION

The second challenge in developing synchronous deterministic channels for the IoT are new methods and means to
establish communication schedules. Yet, again, scheduling per
se is not a challenge, but rather establishing a certain quality
of a schedule is (e.g., configuring a deterministic channel for
a single message will likely not be a problem at all, but
configuring the same channel for thousands of message will
likely be). Some of these quality aspects are as follows:
• schedule size: this includes the number of messages to be
scheduled, the number of hops in between senders and
receivers, the number of receivers, etc.
• schedule tightness: this quality parameter targets at how
many messages need to be scheduled per given interval,
i.e., how tightly need messages to be scheduled back to
back.
• schedule structure: a communication schedule may require fixed time slots in which messages are communicated, or time slots of variable size.
• schedule porosity: in order to integrate non-scheduled
traffic, the schedule can foresee “gaps” to be used for nonscheduled traffic. The schedule quality parameter refers
to the number, size, and positions of these gaps.
• schedule heterogeneity: the schedule may need to take
different network technologies, such as differing communication speeds, mixed wired/wireless communication links, or differing communication delays through
switches and routers into account.
• schedule dynamics: the schedule may change during the
operation time of the system, i.e., new messages may
need to be scheduled for the synchronous deterministic
channel, existing ones may be deleted or modified.
• schedule performance: this quality aspect targets at how
fast a schedule needs to be established or updated.
From this variety of schedule quality aspects we can easily
deduce that the scheduling problem can become of almost
arbitrary complexity when all quality aspects need to be satisfied to highest degrees. Hence, in traditional time-triggered
communication systems like TTEthernet, the required quality
aspects are significantly restricted to configuration patterns,
e.g., non-dynamic scheduling, same slot size for all messages,
only a few regular gaps for scheduling porosity, etc. However,
the traditional configuration patterns chosen, follow the requirements from traditional application areas of time-triggered
communication like avionics or automotive applications.
For the IoT new configuration patterns for the synchronous
deterministic communication channels need to be found and
agreed between all stakeholders (e.g., within standardization
consortia like IEEE and IETF). In particular for IoT it is
likely that the schedule dynamics, schedule heterogeneity, and
schedule performance become significantly more important
than they used to be.
Indeed, the IEEE 802.1 time-sensitive networking (TSN)
task group recently started to standardize on some basic time-

The Internet of Things is upon us and it should serve
as an interconnect to tightly couple distributed embedded
systems. Therefore, we have discussed how the time-triggered
communication principle can be used to establish synchronous
deterministic communication channels that enable such a tight
coupling. We discussed clock synchronization as well as
scheduling aspects and in particular issues that arise in large
scale systems. Several aspects of synchronous deterministic
channels have not been addressed in this paper, e.g., certification aspects or large-scale validation and testing aspects and
will be addressed in future work.
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