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Abstract. The development and verification of safety-critical systems
increasingly relies on the use of tools which automate/replace/supplement
complex verification and/or development tasks. The safety of such systems risks to be compromised, if the tools fail. To mitigate this risk,
safety standards (e.g. DO-178C/DO330, IEC 61508) define prescriptive
tool qualification processes. Compliance with these processes can be required for (re-)certification purposes. To enable reuse and thus reduce
time and cost related to certification, cross-domain tool manufacturers
need to understand what varies and what remains in common when transiting from one domain to another. To ease reuse, in this paper we focus
on verification tools and model a cross-domain tool qualification process line. Finally, we discuss how reusable cross-domain process-based
arguments can be obtained.
Keywords: Tool qualification processes, safety cases, process-based arguments, safety standards, DO-178C, ISO 26262, IEC 61508, Software
Process Engineering Meta-model (SPEM) 2.0, Goal Structuring Notation (GSN)
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Introduction

In the context of safety-critical systems engineering, software is increasingly
developed and verified (semi)-automatically. Tools for code generation as well as
for verification are introduced to (semi)automate/replace/supplement complex
tasks. Since safety might be compromised if such tools fail, safety standards (e.g.
IEC 61508 [1]) prescribe tool qualification processes (which represent process
reference models for tool qualification). More recently DO-178C [2], which is
going to become the de-facto standard for certifying avionic software, and more
precisely its supplement DO330 has entered the scene with new requirements on
the tool qualification process. This supplement provides a very detailed process
which has been conceived to be used for cross-domain certification, assumed that
the domain-specific documents confirm its applicability. As a consequence, since
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compliance with the DO330 process reference model may constitute a mandatory
requirement for certification purposes, companies (including TTTech) used to
develop tools in compliance with either DO-178B [3] or IEC 61508 have to quickly
perform a gap analysis in order to introduce adequate changes in their processes
for being prepared for efficient re-certification.
In the automotive domain and within the context of intra-domain certification, we face similar circumstances such as the introduction of new standards
and thus new requirements related to processes. For this case, we proposed to
exploit the time for the gap analysis to reach a solution that goes beyond adhoc and temporary patches. More specifically, to enable flexible but compliant
development processes, we proposed (and presented in [4]) to adopt a safetyoriented process line approach and model the set of prescriptive processes as a
process line. The time for the gap analysis was thus used to identify and model
the commonalities and variabilities among processes in order to enable reuse of
process elements. The experience gathered in the automotive domain is exploited
and further developed in this work. More specifically, in this paper we do not
only enable reuse of process elements by modeling a cross-domain tool qualification process line, but we also enable reuse of certification artifacts by relating
the process line with the corresponding family of process-based arguments related to process compliance. To do that, we show how reusable process-based
arguments can be obtained from a process line. The need of harmonizing qualification guidance amongst standards is clearly stated in the perspectives discussed
in [5]. The demand for reusing certification data related to the tool qualification process is explained in [6], while the motivation of providing a knowledge
base concerning qualification effort is described in [7]. Our proposal for enabling
reuse of process-related artifacts contributes to the satisfaction of these abovementioned needs and addresses the current problems as stated in related work
and faced in practice. More specifically, the tool qualification process line contributes in engineering the harmonization of the standards. It systematizes the
comparative study we performed on the set of tool qualification processes. With
this, the relation between the process line and the set of corresponding processbased arguments enables reuse of certification artifacts and at the same time
constitutes a knowledge base of certification strategies.
The rest of the paper is organized as follows. In Section 2, we provide essential background information. In Section 3 we present our cross-domain safetyoriented process line constituted of tool qualification processes. In Section 4, we
give an intuition concerning the derivation of reusable process-based arguments
from the process line. In Section 5 we discuss related work. Finally, in Section 6
we present some concluding remarks and future work.
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Background

In this section, we present the background information on which we base our
work. In particular, in Section 2.1 we provide essential information concerning prescriptive tool qualification processes. In Section 2.2, we briefly present
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SPEM 2.0, the process modeling language used to model the tool qualification
process line. In Section 2.3, we briefly present Goal Structuring Notation (GSN),
the graphical notation used to argue about process compliance.
2.1

Tool qualification processes

To ensure that tools behave correctly concerning the imposed safety requirements, safety standards define tool qualification processes. These processes are
typically constituted of three phases: classification, qualification, and usage [8].
During the classification phase, the tools are classified according to the level of
confidence that is required to ensure their behavior is in-line with the safety requirements. Levels are named differently from one standard to another: tool confidence levels in the ISO 26262 [9], tool criteria in the DO-178C and tool classes
in the IEC 61508. If a tool is considered to be harmless, it can be used without
requiring any qualification. During the qualification phase, the tools that were
considered potentially harmful, have to be qualified, i.e. manufacturers have to
show absence of hazardous events (failures that might lead to accidents). Finally
during the usage phase, tools can be used within the specified restrictions.
Tool qualification processes embrace two categories of tools: development
tools and verification tools. In the context of this paper the focus is put on
verification tools. More specifically, the work has been performed having in mind
the tool qualification process related to the TTE-Verify tool, a verification tool
of TTEthernet networks. As a result, those parts of the standards which deal
with the active contribution to the development, e.g. code generation, are not
covered in this work.
2.2

Safety-oriented process lines and SPEM 2.0

Safety-oriented process lines [10] represent sets of safety-oriented processes that
exhibit: full commonalities (equal process elements), partial commonalities (structured process elements that are partially equal), and some variabilities (e.g. optional process elements). Safety-oriented process lines can be modeled by adopting a two-phase approach consisting of a first phase aimed at modeling the
domain and a second phase aimed at modeling the single processes.
SPEM (Software Process Engineering Meta-model) 2.0 [11] is the OMG’s
standard for systems and software process modeling. The selection of SPEM 2.0
for modeling process lines was extensively motivated in [10]. SPEM 2.0 offers support for the definition of reusable process content. Process engineers are enabled
to define reusable work definition elements (e.g. tasks) as well as other process
elements. An additional package called Method Plugin supports the creation of
repositories for reuse of process content. SPEM 2.0 also offers support for variability modeling enabling the specification of (safety-oriented) process lines, as
explored in [10] and in [4]. In Table 1, we recall some of the SPEM 2.0 graphical
modeling elements that can be interrelated to model the process dynamics. In
the table, we focus on the elements that we subsequently use in Section 3.
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Table 1. Icons denoting Method Content Use elements
Task TaskUse WorkProduct

As discussed in [12], these elements could be extended to better model safety
aspects. However, currently this extension does not embrace cross-domain needs.
In the context of this work, we thus take the standardized SPEM 2.0 and provide
SPEM 2.0 models by using Eclipse Process Framework Composer [13], which is
a SPEM 2.0-compatible open source tool for authoring development method
content and publishing processes.
2.3

Process compliance and GSN

Safety cases are contextualized structured arguments containing process and
product-based sub-arguments. These sub-arguments are aimed at linking evidence with claims regarding system safety. In this paper, we focus on processbased arguments and more specifically on these process-based arguments that
are used to show that the verification tools used to verify the software have been
developed in compliance with the tool qualification process mandated by the
standard. To document process-based arguments, we use the graphical notation
called GSN [14]. The selection of GSN for documenting safety cases was extensively motivated in [15, 16]. GSN permits users to structure their argumentation
into flat or hierarchically nested graphs (constituted of a set of nodes and a set
of edges), called goal structures. To make the paper self-contained, we recall the
concrete syntax of the GSN core modeling elements used in Section 4 in Figure 1.
The following list provides their informal semantics:
– Goal: represents a claim about the system.
– Strategy: represents a method that is used to decompose a goal into sub
goals.
– Context: represents the domain or scope in which a goal, evidence or strategy
is given.
– Supported by: represents an inferential or evidential relationship. Inferential
relationships declare that there is an inference between goals in the argument.
Evidential relationships declare the link between a goal and the evidence used
to substantiate it.
– In context of: represents a contextual relationship.
As Figure 1 shows, all the nodes are characterized by an identifier (ID) and
a statement which is supposed to be written in natural language. Beyond the
modeling elements presented in Figure 1, we also make use of the diamondshaped element to characterize to-be-developed argumentation branches. Curly
brackets within statements are used to denote variables.
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Fig. 1. Partial concrete syntax of GSN.

3

A cross-domain tool qualification process line

As discussed in [10], whenever prescriptive processes mandated by the standards
exhibit evident similarities they can be treated as a safety-oriented process line.
This fosters reuse of process elements thanks to the systematic engineering of
commonalities and variabilities between processes. To identify commonalities
and variabilities between tool qualification processes, the guidelines provided
in [10] are followed. Thus, for each standard and for each phase, the following
actions are taken:
–
–
–
–

identification of activities, tasks, steps;
identification of the order in which activities and tasks should be performed;
identification of the way in which tasks are grouped to form activities;
identification of the way in which activities are grouped to form phases.

This identification requires a very detailed analysis of each of the explicit and
implicit process-related pieces of information provided in the standard. Similarly
to what has been done in [4], the gathered information has been documented in
a spreadsheet (depicted in Figure 2) and then used to model the cross-domain
process line in EPF Composer/SPEM2.0 according to the methodological framework proposed in [4].

Fig. 2. Cut of the spreadsheet documenting the comparative analysis.

The compatibility matrix only compares DO-178C/DO330 and IEC 61508
because no classification is required anymore. The reason is that ISO 262628:11.4.6 states that a tool developed according to the DO330 standard can be
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considered sufficient for being suitable for ISO 26262 ASIL-D projects. The interested reader may refer to [17] for further details on the standards comparison.
Figure 4 represents the SPEM 2.0/EPF-based safety oriented tool qualification
process line. We create this process line in SPEM/EPF by following the methodological approach introduced in [4]. We thus make use of the package Method
Plugin and we define a series of plug-ins aimed at containing base elements. As
Figure 3 shows, we then organize them by using two logical packages (Base and
Processes).

Fig. 3. Top-level view of the SPEM2.0/EPF-based tool qualification process line.

We use Base (respectively Processes) for organizing plugins related to the
Domain (Process) engineering phase. More specifically, we define one plug-in for
each type of commonality (either full or partial) and variability (i.e., optional).
We also define a plug-in for all the variants that are related to either partial
commonalities or variabilities. In this paper, the naming convention used for
tasks classified as partial commonality is that the name of DO330 is used.

Fig. 4. Lower-level view of the SPEM2.0/EPF-based tool qualification process line.
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Figure 5 details the process elements contained in the plugin related to the
full commonalities. It is in compliance with the information initially collected in
the spread sheet.

Fig. 5. SPEM2.0/EPF-based tool qualification process line.

From Figure 5, it clearly emerges that the task named Develop the source
code is the only full commonality.
Once a cross-domain safety-oriented process line constituted of tool qualification processes is available, (partial) commonalities as well as variabilities are
clearly systematized and single processes can be easily derived. Figure 6 and
Figure 7 represent the single-processes derived from the safety oriented process
line by selecting and composing desired process elements.

Fig. 6. Derived DO330-compliant tool qualification process.

More specifically, to create single processes and thus populate the logical
package Delivery Processes, full and partial commonalities must be selected.
Finally to characterize single processes eventual additive as well as optional
elements must also be selected. Besides selection, ordering of the process elements
is necessary. This is done by setting the predecessor (as shown in Figure 8).
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Fig. 7. Derived IEC 61508-compliant tool qualification process.

Fig. 8. Task ordering.

As it can be seen by comparing the two Figures 6 and 7, the two derived processes exhibit few variabilities in terms of tasks and thus the effort performed to
be compliant with IEC 61508 can be rather easily reused to obtain the certification stamp by certification authorities responsible for checking compliance with
DO330.

4

Enabling reuse of certification artifacts

To (re)certify tools, process compliance is required. Manufacturers have to show
that the qualification process mandated by the standard has been performed.
When moving from one domain to another, it is crucial to reuse certification
data in order to reduce time and cost. To do that, the first necessary step is
the recognition that certification data related to a process line exhibits commonalities and variabilities. Thus, a compositional approach based on product
line-oriented practices enabling the selection and composition of commonalities
and variabilities is the key solution for showing process compliance.
Typically, a company has to provide structured arguments which can be
expressed graphically or in natural language to show compliance. In this section, based on the process line presented in Section 3 and on GSN recalled in
Section 2.3, we give an intuition about how such compositional and reusable
process-based arguments could look like. Our goal is thereby to illustrate how
reuse can be enabled and accelerated via the tool qualification process line, thus
we do not show a complete process-based argument.
Figure 9, in particular, shows how the sub-goal structure (fragment of the
process-compliance argumentation) can reflect the tool qualification process line.
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Fig. 9. Goal structure fragment representing a process-based argument.

From Figure 9 we retrieve the following argument fragment: the process is
compliant with the process mandated by the standard under consideration. To
support this top-level claim (G1 in Figure 9), a strategy (S1) is used to decompose it into sub-claims (G2-G4) which step by step can be more easily supported
by evidence. The strategy focuses on a specific process element (i.e. task) and
argues that compliance is achieved because all the common tasks and all the
standard-specific tasks have been performed. From this argument fragment that
only considers the initial break-down structure of the entire argumentation, it
clearly emerges that:
– G2, once fully developed, can be easily fully reused.
– G3, once fully developed, can be easily partially reused.
– G4, once fully developed, cannot be reused.
Thus, the main effort during re-certification is expected to be limited to the
development of G4.

5

Related Work

The necessity of ensuring compliance with the standards as well as the demand
for reducing time and cost related to the certification process is currently providing the motivation for several research projects (e.g. [18, 19] and [20]).

10

Gallina B. et al

To ensure compliance as well as reduce time and cost, different solutions
(compliance checking, reuse, etc.) are being investigated under different perspectives, most of them product-based ones. Exceptions to this product-based
focus are the contributions presented in [21–23].
In [21], the authors propose a workflow-based approach to provide: 1) reference models for the safety processes mandated by the standards and 2) automatic
compliance checking capabilities of user-defined processes against reference models. However, the authors focus on single standards and do not investigate reuse
possibilities.
In [22], the authors propose future research directions to address reuse issues
in the context of cross-domain certification as well as in the context of evolutionary products. Their intention is to provide a common certification framework.
In [23], the authors propose a meta-model to capture entities (e.g. certification objectives with respect to the safety level) involved in software product line
certification. Their proposal aims at representing the first step towards certifiable software product lines. It, indeed, has a potential to solve reuse issues at
the process level but does not discuss reuse issues at the argumentation level.

6

Conclusion and Future Work

In this paper, we have presented a novel approach to reduce cost and time during
the tool certification process. We have shown that by modeling the family of tool
qualification processes via a safety-oriented process line, it is possible to identify
reusable process elements and thus speed up the re-certification process when
tools are expected to be used in different domains. We have also shown that these
reusable process elements are reflected in the process-based arguments and thus
not only qualification data (evidence) has the potential to be reused but also
process-based sub-arguments. The main attention in this paper was given to the
verification tools, however the approach can be extended to other tool categories
as well as other kinds of safety-related processes. Due to space reasons, we also
focused on process-related tasks and work products. As extensively discussed
in [24], reuse also embraces all the other crucial process elements (namely, roles,
work products, and guidance).
In a medium-term future, we aim at further developing our approach. First of
all we will start to define a pattern for process compliance targeting cross-domain
tool qualification processes. Then, we will work on providing an adequate toolsupport allowing for semi-automatic generation of process-based and patternbased arguments from process models. A master thesis on this research direction
is already ongoing [25]. Finally, we also plan to introduce metrics to measure the
real gain that our approach introduces.
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